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National Association of Corporate Directors

2014 NACD Cyber-Risk Oversight Study:
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2. Cyberattack complexity has grown
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3. Cost to address cyber issues
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¢ X Major Risks to Capital and the Energy Venture

Established Risks: Developing Risks:
* Pricing Risk * Cybersecurity
* Technology Risk  Data Breach
* Regulatory Risk e Ransomware

The Attorney, Energy Executive or Investor must manage —
or at least be able to evaluate —the major sector risks
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Prices are Cyclical and Volatile

Global Oil Demand Growth is Relentless

Demand is Inelastic Short Term
Geopolitical Issues Abound

But Firms can Hedge to Reduce Risks
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Prop/ft & Gal/ft

Technology Risks

Well costs are decreasing while

technology relentlessly evolves -
increasing efficiencies and
economic returns
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Regulatory Risks

RIS CUE I o rthquake Seismicity Map
* Spacing/Pooling Issues V38 EANTH GUAKE DATA

* Water Use & Quality
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Evolving Risks: Cybersecurity & Data Breach

The Day A Computer Virus Came Close To Plugging Gulf Oil

Parmy Olson, rornes s &
It was a Sunday afternoon in August 2012 and

Gert-Jan Schenk, the European head of cyber
security giant McAfee, had just arrived home
from summer vacation.

As he busied himself with unpacking luggage,
Schenk's mobile phone rang, displaying an
unfamiliar number. The father of two had his
hands full with bags and kids, so he let it go to
voicemail. Then the number rang again, and then
a third time, before Schenk finally put his things
down and answered the phone.

[From computer keyboard to ofl installation -- almost. A flame from a Saudi Aramco
refinery in the Saudi Arabian desert. (Image credit: AFP via @daylife)
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